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Questions
Digital system/s 
Digital hardware and software components (internal and external) used to transform data into digital solutions. When digital systems are connected, they form a network. 

Data 
In Digital Technologies, data refers to the discrete representation of information using number codes. Data may include characters (e.g. alphabetic letters, numbers and symbols), images, sounds and/or instructions that when represented by number codes can be manipulated, stored and communicated by digital systems. For example, characters may be represented using ASCII code or images may be represented by a bitmap of numbers representing each ‘dot’ or pixel. 
1. What is spam?

Spam is digital junk mail: unsolicited communications sent in bulk over the internet or through any electronic messaging system.
2. What is malware?

Malware is the collective name for a number of malicious software variants, including viruses, ransomware and spyware. Shorthand for malicious software, malware typically consists of code developed by cyberattackers, designed to cause extensive damage to data and systems or to gain unauthorized access to a network.

3. What are the different types of malware? Briefly describe each and what they do.

Ransomware

Ransomware is software that uses encryption to disable a target’s access to its data until a ransom is paid. The victim organization is rendered partially or totally unable to operate until it pays, but there is no guarantee that payment will result in the necessary decryption key or that the decryption key provided will function properly.

Spyware

Spyware collects information about users’ activities without their knowledge or consent. This can include passwords, pins, payment information and unstructured messages. The use of spyware is not limited to the desktop browser: it can also operate in a critical app or on a mobile phone.

Virus

A virus is a piece of code that inserts itself into an application and executes when the app is run. Once inside a network, a virus may be used to steal sensitive data, launch DDoS attacks or conduct ransomware attacks.

4. How do we protect our computers from malware?

How to prevent malware
1. Keep your computer and software updated. ...

2. Use a non-administrator account whenever possible. ...

3. Think twice before clicking links or downloading anything. ...

4. Be careful about opening email attachments or images. ...

5. Don't trust pop-up windows that ask you to download software. ...

6. Limit your file-sharing.

7. Use an anti virus software

5. What is a password?

A secret word or phrase that must be used to gain admission to a place.
6. How can you make a password stronger?

Do use a combination of uppercase and lowercase letters, symbols and numbers. Don't use commonly used passwords such as 123456, the word "password," “qwerty”, “111111”, or a word like, “monkey”. Do make sure your user passwords are at least eight characters long.
7. What is a ‘passphrase’?

A string of words that must be used to gain access to a computer system or service.
8. What is biometric security?
Biometrics scanners are hardware used to capture the biometric for verification of identity. These scans match against the saved database to approve or deny access to the system. In other words, biometric security means your body becomes the “key” to unlock your access.
9. Briefly describe 3 commonly used biometric security features. (what do they check?)
Finger prints

Photo and video

Physiol;ogical recognition 

Voice

Signature

DNA

10. What is encryption?

Encryption is the process that scrambles readable text so it can only be read by the person who has the secret code, or decryption key. It helps provide data security for sensitive information.
11. What is hacking?

Hacking refers to activities that seek to compromise digital devices, such as computers, smartphones, tablets, and even entire networks.
12. What is a Denial of Service (D.o.S.) attack?

 

A Denial-of-Service (DoS) attack is an attack meant to shut down a machine or network, making it inaccessible to its intended users. DoS attacks accomplish this by flooding the target with traffic, or sending it information that triggers a crash.
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